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Title

Study on Security of Social Networks

Summary

Social networking services (SNS) have changed the Internet communication
styles. Furthermore, the open Application Programming Interfaces (APIs), are
introduced to provide a channel by which the third-party applications can
interact with SNS. As expected, the SNS and third-party apps formed into SNS
ecosystems. Meanwhile, the attack surfaces of SNS are extended and some new
security issues need to be concerned. In this presentation, insecure development,
new security threats, and coordinate counter plans of SNS and third-party apps
against these issues will be covered. In order to detect Web APIs related security
weaknesses, we also designed an efficient detection tool and corresponding
operation process.




